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CHAPTER 6

USING CERT-RMM 

There are many effective and appropriate ways for an organization to use CERT-
RMM to guide, inform, or otherwise support improvements to its operational
resilience management activities. For those familiar with process improvement,
CERT-RMM can be used as the body of knowledge that supports model-based
process improvement activities for operational resilience management processes.
However, not all organizations embrace the term process improvement and instead
are simply looking for a way to evaluate their performance or organize their 
practices. All of these uses of CERT-RMM are legitimate. 

In this chapter, we briefly explore the ways in which an organization could
use CERT-RMM and provide a broader understanding of the concepts that help
an organization determine how to make use of CERT-RMM to meet its unique
needs. Section 6.1 provides selected examples of how the model can be effec-
tively used by an organization. One such example is to use CERT-RMM to sup-
port model-based process improvement, a process that is more fully described in
Section 6.2. Section 6.3 details a number of decisions around the scope of a
CERT-RMM-based improvement effort, such as the organizational scope (which
business units are involved), the model scope (which process areas are included),
and the capability level targets (selecting “performed,” “managed,” or “defined”
as the target for each process area). Using the model as a basis for diagnosis can
be accomplished in a variety of ways, ranging from a formal appraisal to an infor-
mal review, as described in Section 6.4. Gaps that may be revealed through diag-
nostic methods should be analyzed in consideration of the improvement
objectives to make sure that closing the gaps would be of value to the organiza-
tion. Part of planning improvements to existing practices or planning the imple-
mentation of new practices is to determine where in the organization the
practices will be performed or instantiated. Gap analysis and implementation
planning are discussed in Section 6.5.
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78 PART TWO PROCESS INSTITUTIONALIZATION AND IMPROVEMENT

6.1 Examples of CERT-RMM Uses

This section provides several examples of how CERT-RMM can be used. This is
not a complete list, but it provides insight into how CERT-RMM can be applied to
a broad set of challenges and objectives. The examples given describe using
CERT-RMM to

• support the achievement of strategic and operational objectives

• evaluate, guide, and compare the implementation of resilience activities

• organize and structure the use of many codes of practice

• catalyze model-based process improvement

6.1.1 Supporting Strategic and Operational Objectives 

CERT-RMM can be used as a source of guidance and information to support the
achievement of specific objectives related to security, business continuity, IT
operations, or managing operational risk in general. Organizational objectives
that are directly or indirectly tied to resilience management activities can be
strong drivers for CERT-RMM-based improvements.

Such objectives may be high-level and strategic. For example, consider an
organization that sells various products both online and in its brick-and-mortar
stores. The organization has established a strategic objective to increase the rela-
tive percentage of online sales by 25% over three years. Operational risk has been
identified as a key constraint to the strategy—publicity associated with security
breaches and downtime associated with business continuity failures could
severely impede the achievement of the strategic objective. This organization can
use CERT-RMM to guide the convergence and improvement of its security and
business continuity processes to control and manage operational risks that could
undermine achievement of this strategic objective. 

Such objectives could also be more tactical. For example, consider an organi-
zation that recently suffered financial losses when information systems were
offline following a security incident. Prior to the incident, warning signs were
clear but had not been recognized. During the incident, confusion and ad hoc
procedures resulted in longer downtime. The organization now understands that
both its monitoring activities and its incident management activities have to be
improved to avoid such losses in the future. CERT-RMM can be used to deter-
mine the degree of improvement necessary, guide these improvements, and meas-
ure the extent to which the improvements are institutionalized. 

6.1.2 A Basis for Evaluation, Guidance, and Comparison

CERT-RMM is the codification of an extensive body of knowledge. It includes
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• security practices and security management experience from CERT and other 
reputable organizations and thought leaders that have been developed based on
years of work with public- and private-sector organizations on security improvement

• business continuity and disaster recovery expertise from numerous financial
industry organizations whose survival is critically dependent on the maturity of
these capabilities 

• converged security, business continuity, and IT operations practices from numerous
practice bodies and standards

Many professionals with responsibilities for their organization’s operational
resilience activities will find the model to be a useful basis to support the
design, review, and comparison of such activities. Such guidance can be partic-
ularly useful when converging existing practices or when implementing new
activities. 

For example, consider an organization that has recently experienced an
increase in access problems: employees with appropriate credentials have been
unable to access certain systems and facilities. The team that has been assembled
to diagnose the problem and propose improvements can use the Access Manage-
ment (AM) and Identity Management (ID) process areas as reference sources for
evaluating the current practices. If deficiencies are discovered, the model can be
used as a source of guidance for improving practices or implementing new prac-
tices to address the issue.

Organizations and groups will also find the model to be a useful basis for
characterizing, comparing, and learning from one another’s practices. Diagnostic
activities as described in Section 6.4.1 can be used as a basis for formal or infor-
mal comparisons among organizations of their respective implementation and
institutionalization of resilience activities. Formal benchmarking can be a valu-
able activity for industry groups to evaluate their collective resilience posture or
for the components of a large enterprise to ensure that the overall enterprise is
similarly prepared. Informal comparisons can also provide insights and support
information sharing among a group of organizations.

6.1.3 An Organizing Structure for Deployed Practices

Many organizations have implemented practices from best-practice bodies or
standards related to security, business continuity, and IT operations. Sometimes,
such organizations discover that these practices 

• might not be providing the benefit that the organization expected

• may be performed less consistently than when first implemented

• might have eroded in their effectiveness because the organization has changed 
or the operational risk environment for the organization has changed
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80 PART TWO PROCESS INSTITUTIONALIZATION AND IMPROVEMENT

CERT-RMM can be used to guide the implementation of a process super-
structure that will serve to refresh, institutionalize, integrate, streamline, and
give purpose to the practices that have already been implemented. The concept
of a “superstructure” is not meant to imply an additional layer of activities,
though that might be appropriate in some organizations and in some circum-
stances. An effective and efficient process superstructure can be implemented
by following the guidance in the model for converging the various operational
risk management practices to ensure that they are based on common and
consistent risk assumptions and that they are being performed to support
organizational objectives.

The model can also be used to support the institutionalization of existing
practices to ensure that they are reliably and consistently performed, especially
during times of stress, and without dependence on specific people or operating
parameters that may not be present during a time of stress.

6.1.4 Model-Based Process Improvement

By far, organizations will find CERT-RMM most beneficial for process improve-
ment. The unique aspects of CERT-RMM—the process focus and the capability
dimension—were developed to help organizations evolve to a more enlightened
treatment of managing operational resilience and sustaining capabilities over the
long run. Regardless of the scope of improvement—a single aspect of operational
resilience such as incident management or a comprehensive and broad view that
incorporates all 26 process areas—CERT-RMM was built to enable an organiza-
tion to easily begin a process improvement approach. 

6.2 Focusing CERT-RMM on Model-Based Process Improvement 

Most process improvement efforts can be structured to answer some variation of
the following four questions:

• How do I decide what to do and in what order?

• How do I do it?

• How do I know if what I did worked?

• How do I decide what to do next?

These four questions can be directly mapped to the Plan, Do, Check, Act
(PDCA) cycle, which was based on W. Edwards Deming’s Shewhart cycle 
[Deming 2000, Imai 1986]. Effective methods for improvement and management
of change typically use some variation of this approach. This section starts with
identifying the impetus or stimulus for change and making the business case to
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initiate a process improvement program. It then describes an effective process
for initiating any organizational change. Specific considerations for CERT-
RMM–based process improvement are described in Section 6.3.

6.2.1 Making the Business Case

In today’s business climate, organizations are constantly dealing with the demand to
do more with less. The resources required to run the business, let alone to invest in
new initiatives, are always at a premium—time, money, staff expertise, information,
technology, and facilities, not to mention energy and attention span. All investment
decisions are about doing what is best for the organization (and its stakeholders).
However, what is best is sometimes hard to define, hard to quantify, and even
harder to defend when the demand for investment dollars exceeds the supply.

Business leaders are increasingly aware of the need to invest in operational
resilience—to better prepare for and recover from disruptive events, to protect
and sustain high-value services and supporting assets (information, technology,
facilities, and people) that are essential to meet business objectives, and to satisfy
compliance requirements. So how do we ensure that investments in operational
resilience will increase our confidence that services will continue to meet their
mission, even during times of stress and disruption? And by so doing, how are
we able to justify such investments to senior managers?

Making the business case for operational resilience, and specifically for invest-
ing in the adoption of CERT-RMM processes, is accomplished by articulating the
business need and showing how CERT-RMM meets it—in a tangible and measura-
ble way over a reasonable period of time for an affordable cost with a positive
return. A well-articulated business need is the driver and stimulus for change. In
the context of operational risk, it is often the answer to the question, Where does
it hurt the most, or what high-impact, high-loss event(s) would put us out of busi-
ness? A key step in this process is to identify the senior manager who most cares
about the answers to these questions and to make sure he or she is on board as the
visible champion and sponsor of the CERT-RMM improvement program.

In addition, those making the case for operational resilience must be able to
demonstrate that investments are subject to the same decision criteria as other busi-
ness investments, so that they can be prioritized, evaluated, and traded off in a simi-
lar fashion. Again, this ties back to business mission, strategic objectives, and critical
success factors, which are the basis for determining the high-value services that sup-
port the accomplishment of strategic objectives (refer to the Enterprise Focus
process area). Protecting and sustaining high-value services is the name of the game.

Once the business need is agreed to and a decision is made to take action to
meet it, what is needed next is a process for ensuring that the need is met.
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6.2.2 A Process Improvement Process

In large part, process improvement is about managing change, whether inten-
tional or unintentional (including change caused by a disruptive event). The SEI
has adapted Deming’s PDCA approach into a method for technology adoption
and software process improvement called IDEAL. The IDEAL model is an organi-
zational improvement model that serves as a roadmap for initiating, planning,
and implementing improvement actions [McFeeley 1996]. It is named for the
five phases it describes: initiating, diagnosing, establishing, acting, and learning,
as shown in Figure 6.1.

The catalyst that causes an organization to execute IDEAL is described above:
identifying a business need, making the case for meeting it, and using it as the
impetus or stimulus for change. This can include an objective to be met (such as
those noted in Section 6.1.1), unanticipated events or circumstances, a new com-
pliance requirement, or a problem to be solved, such as a poor organizational
response to a disruptive event or a security breach. 

Critical groundwork is completed during the initiating phase. The business
reasons for undertaking the improvement effort are clearly articulated. The
effort’s contributions to business goals and objectives are identified. The support
of managers who will serve as visible sponsors and champions for the effort is
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FIGURE 6.1
The IDEAL Model for Process Improvement
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secured, and resources are allocated on an order-of-magnitude basis. Finally, an
infrastructure for managing implementation details is put in place.

The diagnosing phase builds upon the initiating phase to develop a more
complete understanding of the improvement effort. During the diagnosing phase,
two characterizations of the organization are developed: the current state of the
organization and the desired future state. These organizational states are used to
develop an approach for improving business practice. The CERT-RMM capability
appraisal is focused on the diagnosing phase of IDEAL. (See Section 6.4.1 for
more details on the appraisal process.)

The purpose of the establishing phase is to develop a detailed work plan.
Priorities are set that reflect the recommendations made during the diagnosing
phase as well as the organization’s broader operations and the constraints of its
operating environment. Specific actions, milestones, deliverables, and responsi-
bilities are incorporated into an action plan.

The activities of the acting phase help an organization implement the work
that has been conceptualized and planned in the previous three phases. These
activities will typically consume more calendar time and more resources than all
of the other phases combined.

The learning phase completes the improvement cycle. One of the goals of the
IDEAL model is to continuously improve the ability to implement change. In the
learning phase, the entire IDEAL experience is reviewed to determine what was
accomplished, whether the effort accomplished the intended goals, and how the
organization can implement change more effectively and/or efficiently in the
future. Records are kept throughout the IDEAL cycle with this phase in mind.
These include CERT-RMM work products such as changes to resilience require-
ments, updates to service continuity plans, and incident reports.

As with any process improvement activity, some phases and activities such as
those described for IDEAL are generic—they can be interpreted and applied with
minimal customization based on the specific improvement initiative. Correspond-
ingly, there are phases and activities that will require interpretation and tailoring
when considering CERT-RMM in its entirety or when the focus of improvement is
on specific process areas such as Incident Management and Control or Service
Continuity. The remainder of this chapter describes some unique considerations
or applications of the IDEAL model when using it as the basis for improving oper-
ational resilience management processes as defined in CERT-RMM.

6.3 Setting and Communicating Objectives Using CERT-RMM

A key element of any improvement effort is to establish and communicate clear
improvement objectives. In addition to the stimulus for change or business objec-
tives for change described in Section 6.1.1, objectives for a CERT-RMM–based
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improvement effort should include a clear delineation of scope. Scoping an
improvement effort includes two key parts: the organizational scope and the model
scope. The organizational scope is simply the part of the organization or an activity
of the organization that is the focus of the improvement effort. Section 6.3.1
describes the elements and terminology of organizational scoping. The model
scope is the designation of which parts of CERT-RMM will be used to guide the
improvement effort. Section 6.3.2 provides information about how to establish a
model scope and describes both coarse-grained and fine-grained scoping options
that are available in CERT-RMM.

Most improvement efforts will include capability level targets for selected
CERT-RMM process areas. Establishing such targets is an effective and efficient
way to communicate the extent of process institutionalization that is desired for
the organization. Section 6.3.3 provides information about establishing and com-
municating capability level targets.

When scoping an improvement effort or establishing capability level targets
for an improvement effort, it is important to consider the following:

• Organizational or strategic objectives—Both the organizational scope and the
model scope should be set in the context of the organizational or strategic objec-
tives that are driving the change. Some parts of the organization might be more or
less appropriate for inclusion in the scope based on such objectives. The parts of
the model that are included in the model scope should be closely aligned to the
overall objectives. Remember that the organizational or strategic objectives can be
diverse—they can be as simple as improving sales or as complex as preventing
further data breaches or denials of service. 

• Timing—The scoping and objectives for an improvement effort may change over
the course of time as a result of planned or unplanned changes to the organization
or its operating environment. It may also be appropriate to establish a time-phased
approach for both scope and objectives to ensure that the improvement effort is
able to generate visible results quickly enough to be sustained (in other words,
consider tackling low-hanging fruit to generate some quick wins to build momen-
tum and support).

• Regulatory mandates or industry initiatives—Sometimes the driver for change
comes from outside the organization in the form of a new regulatory mandate or
industry initiative. In these cases, both the organizational scope and the model
scope may be determined by the external driver. A phased approach that expands
the organization and model scope over time may be appropriate to ensure that the
approach for dealing with an external driver is consistent with and supports busi-
ness objectives (versus being a compliance checklist exercise).

• Sponsorship—Scoping should always be established with a careful consideration
of sponsorship. The organizational scope should generally be aligned to the 
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organizational reach or influence of the sponsor, and the model scope should gen-
erally be aligned to the responsibilities of the sponsor. It may also be appropriate
to consider a phased approach to sponsorship in which successive layers of spon-
sorship are identified and secured as the scope of the effort increases over time. 

For any improvement effort or CERT-RMM deployment, it may be appropriate
or necessary to iterate the selection of organizational scope, model scope, and
capability level targets in order to optimize them to the objectives and sponsor-
ship for the improvement.

6.3.1 Organizational Scope

The organizational scope is the part of the organization that is the focus of the
CERT-RMM deployment. In broad terms, the organizational scope should be
bounded so that there are clear lines drawn for what is included in the improve-
ment activities. This section presents some language and conventions that can
be used to establish and describe the organizational scope.

The simplest scheme for organizational scoping is to focus on an explicit part
of the organization. However, an organization may choose to bound the improve-
ment effort around a specific system (such as the payroll system), a network, or a
specific service, or according to another convention that is consistent with the
improvement objectives. For example, an organization that had a data breach of a
classified system might bound the improvement effort around that system. Thus,
the effort would focus on the services provided by the system (which must meet
their mission consistently) and the assets related to the system. The effort might
also include the organizational units that have responsibility for managing the
system and ensuring its resilience. 

CERT-RMM has a strong enterprise undertone. This is because effective oper-
ational resilience management requires capabilities that often have enterprise-
wide significance, such as risk management. However, the enterprise nature of
CERT-RMM should not be interpreted to mean that it must be adopted or applied
at an enterprise level. On the contrary, CERT-RMM can be most effective when
applied to a well-defined organizational scope and where enterprise influences
can be measured. 

The following terms can be used to describe the organizational scope and will
be used in Section 6.5 to describe planning issues associated with CERT-RMM
deployment:

• Organizational unit—a distinct subset of an organization or enterprise. Typi-
cally, the organizational unit is a segment or layer of the organizational struc-
ture that may be clearly designated by drawing a box around part of the
organization chart. 
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• Organizational subunit—any sub-element of an organizational unit. An organi-
zational subunit is fully contained within the organizational unit.

• Organizational superunit—any part of an organization that is at a higher level
than the organizational unit. 

The organizational scope is established by clearly identifying one or more
organizational units that will be the focus of the improvement. 

Figure 6.2 shows the typical relationships among organizational unit, orga-
nizational subunit, and organizational superunit on a generic organization
chart. In this example, the organizational unit is defined as a specific segment
of the organization as shown on the organization chart with multiple subunits.
In this example, the term organizational superunit can be used to refer to element
1 on the organization chart, as shown; it can also be used to refer to the entire
organization.

For some improvement objectives, it may be optimal to designate an organiza-
tional unit that comprises all of the parts of the organization that are directly
involved in the delivery of a specific service or that are responsible for a specific
system. On an organization chart, such an organizational unit would be indicated
by selecting the various elements of the organization that are responsible for the
service, as shown in Figure 6.3. In this case, the term organizational subunit is less
meaningful but could still be used to refer to elements such as 1.1.2 or 1.3.3.1.
The term organizational superunit can be used to refer to element 1 or to the
entire organization.

Organizational Unit

Organizational
Superunit

Subunit Subunit Subunit

1.1

1.1.1

1.1.1.1 1.1.2.1

1.1.2

1.1.2.2 1.2.1.1

1.2.1

1.2

1

1.3.1.1 1.3.2.1

1.3.2

1.3

1.3.3

1.3.3.11.3.2.2

1.3.1

FIGURE 6.2
Organizational Unit, Subunit, and Superunit on an Organization Chart
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6.3.2 Model Scope

The model scope represents the parts of CERT-RMM that will be used to guide
the improvement effort. In other words, the model scope specifies which parts of
the model will be deployed in the organizational units that compose the organi-
zational scope.

The model scope is determined by selecting specific CERT-RMM process
areas. Process areas should be chosen based on the objectives and business case
for the improvement effort and in consideration of the other factors described
above such as timing, regulatory mandates, and sponsorship. 

For example, the organization described in the first example in Section 6.1.1
might choose the following process areas as its initial model scope to help man-
age operational risk in support of its online sales growth objective:

• Service Continuity (SC)—to ensure that business continuity practices are adequate
to sustain the operation of its online sales infrastructure

• Knowledge and Information Management (KIM)—to improve the protection of
customer information

• Risk Management (RISK)—to establish common guidelines for risk tolerance and
procedures to evaluate and mitigate identified risks in a consistent manner

• Communications (COMM)—to institute procedures and guidelines for communi-
cations that will support the organization’s objective to preserve customer confi-
dence even during times of stress

Shaded elements compose organizational unit

1.1

1.1.1

1.1.1.1 1.1.2.1

1.1.2

1.1.2.2 1.2.1.1

1.2.1

1.2

1.3.1.1 1.3.2.1

1.3.2

1.3

1.3.3

1.3.3.11.3.2.2

1.3.1

1

FIGURE 6.3
Alternate Organizational Unit Designation on an Organization Chart
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Similarly, the organization described in Section 6.1.1 as having suffered financial
losses due to a security incident might choose the following process areas as its
model scope to facilitate improvements to its incident management process and to
implement more effective monitoring capabilities:

• Incident Management and Control (IMC)—to ensure that appropriate practices
are institutionalized to support incident response

• Monitoring (MON)—to consistently instrument and monitor its operational envi-
ronment so that potential threats can be identified early

Both example organizations might choose additional process areas in later
phases of an improvement effort or might identify additional needs resulting
from implementing improvements in these initial process areas.

There are no firm rules about the minimum or maximum number of process
areas that should be selected to include in the model scope. Care should be taken
to select as many process areas as needed to achieve the objectives, but few
enough that progress can be demonstrated in a reasonable time frame for the
sponsor and key stakeholders. If the objectives require a large number of process
areas, then a time-phased approach should be considered.

6.3.2.1 Targeted Improvement Roadmaps

Targeted improvement roadmap (TIR) is a term that is used to designate a specific
collection of CERT-RMM process areas that serve a particular improvement
objective. An organization could declare a TIR to represent its unique objectives
for managing operational resilience, or it might use a TIR that was designed by
another organization or group. Industry groups might establish TIRs to represent
their specific operational resilience concerns or to address an industry initiative
or new regulatory mandate. Also, an organization could establish TIRs for spe-
cific tiers of suppliers or external dependencies and use the TIRs to support the
evaluation, selection, and monitoring of those entities. Appendix B contains 
several example TIRs.

In some cases, it may be appropriate to establish a finer-grained model
scope than can be set by choosing entire process areas. CERT-RMM provides
for several fine-grained scoping options that can be used in such cases, as
described below. 

6.3.2.2 Practice-Level Scope

Practice-level scope enables the model scope to be limited to selected specific and
generic practices within a process area. This option does not have to be applied to
all process areas when establishing the model scope, but it may be appropriate for
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one or more process areas to address specific improvement needs or concerns.
This scoping option may be useful in the early phases of an improvement effort,
in response to very narrow improvement objectives, or to be consistent with the
span of influence of the improvement sponsor.

For example, suppose that an organization’s improvement objective is focused
narrowly on information technology disaster recovery activities. From the Knowl-
edge and Information Management (KIM) process area, the organization might
choose to include only specific practices KIM:SG5.SP3, Verify Validity of Informa-
tion, and KIM:SG6.SP1, Perform Information Duplication and Retention, because
it is concerned about its information backup practices and about ensuring the
validity of information assets that will be used during disaster recovery operations. 

6.3.2.3 Asset Scope

Because CERT-RMM addresses four asset types—people, information, technol-
ogy, and facilities—the scope of the improvement effort could be focused on one
or more process areas that could be tailored to focus on one or more asset types.
For example, if the Asset Definition and Management process area is chosen, the
scope of application of this process area could be limited to the “information”
asset. Some process areas are already bound by an asset scope. These include
Human Resource Management and People Management (people), Knowledge
and Information Management (information), Technology Management (software,
systems, and hardware), and Environmental Control (facilities). This option may
be useful based on certain improvement objectives, a phased improvement strat-
egy, or to tailor the model scope to best fit the span of influence of the improve-
ment sponsor.

For example, an organization may limit the asset scope for phase 1 of a multi-
phased improvement project to information and technology assets only. This is
consistent with the span of influence of the improvement sponsor and with the
immediate organizational objective related to improving information security. If
the model scope for the improvement project includes the Asset Definition and
Management (ADM) process area, for phase 1 of the effort, ADM will be applied
to information and technology assets only.

6.3.2.4 Resilience Scope

CERT-RMM addresses the convergence of three broad categories of operational
resilience management activities: security, business continuity, and IT operations.
Resilience scope is an option that limits one or more process areas to a subset of
these resilience activities. This scoping option is useful in organizations where
convergence of these activities is not yet occurring or where convergence is an
organizational objective. 
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For example, an organization in which business continuity, security, and IT
operations activities are still compartmentalized may initiate an improvement
effort that is sponsored by the information security manager. The organization
can use the resilience scope option to limit the interpretation of selected process
areas so that they apply to security activities only. If the model scope includes the
Compliance (COMP) process area, for example, it would be interpreted to apply
exclusively to security-related compliance obligations.

Figure 6.4 shows the relationship of the four model scope options.

6.3.3 Capability Level Targets

Capability levels are used in the model to describe the achievement of the generic
goals in a process area and are a measure of the extent to which a process area has
been institutionalized (performed, managed, defined) by the organization (refer
to Section 5.2). Establishing capability level targets is an important element in all
CERT-RMM-based improvement efforts.

When establishing capability level targets, the organization should consider
the importance of the generic practices relative to the organization’s risk toler-
ance, threat environment, size, improvement time frame, and improvement
objectives. It may be valuable to review the generic goals and generic practices

Model Scope

Process Areas

Typical
model scope 

Selected Specific Practices

Selected Generic Practices

People

Information

Technology

Facilities

Business Continuity

Security

IT Operations

Fine-grained
model scope options

Practice-Level
Scope

Asset Scope

Resilience
Scope

FIGURE 6.4
Model Scope Options
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and envision what the implementation of those practices and the achievement of
those goals would look like for the organization during normal operations and
during times of stress. Capability level targets should be established for each
process area and need not be the same. Capability level 1 (performed) may be
completely appropriate for a process area, even if capability level 3 (defined) is
the established target for another process area in the model scope. The capability
level descriptions in Section 5.3 are valuable reference material for the selection
of capability level targets.

6.3.3.1 Targeted Improvement Profile

Capability level targets can be efficiently communicated in a targeted improve-
ment profile (TIP), which is typically represented as a bar chart showing the
capability level target for each process area in the model scope. Figure 6.5 pro-
vides an example of a TIP for five process areas. Figure 6.6 provides another TIP
example in which fine-grained scoping options have been selected for several of
the process areas. A targeted improvement profile may be integrated with a tar-
geted improvement roadmap. In this case, the TIR may include not only the
process areas selected for a specific objective, but also the TIP, which describes
the capability levels that must be achieved in each process area. 
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FIGURE 6.5
CERT-RMM Targeted Improvement Profile
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The next section describes diagnostic methods that can be used to evaluate
an organization to determine whether the capability level targets are being
achieved.

6.4 Diagnosing Based on CERT-RMM

Diagnosing based on CERT-RMM is the process by which the model is used as a
basis to evaluate the organization’s current resilience practices. Diagnosing can be
performed formally or informally, as described in the following sections.

6.4.1 Formal Diagnosis Using the CERT-RMM Capability Appraisal Method

Formal diagnosis based on CERT-RMM is performed using the CERT-RMM
Capability Appraisal Method (CAM). The CERT-RMM CAM is based on the Stan-
dard CMMI Appraisal Method for Process Improvement (SCAMPI), which has
been used effectively by the CMMI community for many years [SCAMPI Upgrade
Team 2006]. Similar to SCAMPI, three classes of CERT-RMM capability
appraisals are available—A, B, and C—all of which are compliant with the
Appraisal Requirements for CMMI (ARC) v1.2.

The class A appraisal is the most rigorous and the only one of the three meth-
ods that provides official capability level ratings. The class B appraisal has more
tailoring options than class A and results in the characterization of implemented
practices in the organization according to a three-point scale. Class C is even more

None
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Information security compliance only

Information and technology assets only

Scoping Caveats
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FIGURE 6.6
CERT-RMM Targeted Improvement Profile with Scope Caveats
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tailorable and can be used to evaluate planned approaches to practice implementa-
tion. Some distinctions among the three methods are provided in Table 6.1.1

An organization might choose a class A appraisal because it desires a rigorous
examination of implemented practices that produces a rating to acknowledge or
memorialize its starting point or results for an improvement project. Class A
appraisals are also useful when two or more organizations are to be compared,
which might be useful to evaluate different parts of a large enterprise, for example. 

At the other end of the spectrum, class C appraisals are fairly lightweight and
can be flexibly used to evaluate planned implementations of practices or for a less
rigorous examination of implemented practices. Large organizations might
choose class C appraisals to evaluate the intent of organizational policies and
guidelines relative to the model. This can be an effective and efficient way to eval-
uate whether the resilience policies and guidelines in a large enterprise would, if
followed, produce the practices that are expected in the model. 

Scoping an appraisal is an important activity in planning the appraisal. The
same considerations for scoping an improvement project (as described in Section
6.3.1) are used in scoping an appraisal activity. The scope of an appraisal is typi-
cally the same as the scope of the improvement effort. However, it is not required
that the scope of the appraisal or other diagnostic process match the scope of the
overall improvement effort. In some cases, it may be efficient to diagnose at the
organizational subunit level.

Capability level ratings from class A appraisals can be shown as an overlay on
the TIP diagram to clearly indicate gaps between the desired and current states,

TABLE 6.1 Classes of Formal CERT-RMM Capability Appraisals

Characteristic Class A Class B Class C

Depth of investigation

Objective evidence
requirements

Results provided

Appraisal team size

Allowed tailoring

Resource requirements

High

High

Capability level ratings
and goal satisfaction 
ratings

4 or more

Low

High

Medium

Medium

Characterization of prac-
tice implementations on
a three-point scale

2 or more

Medium

Medium

Low

Low

Characterization of
planned or intended
practices on a flexible
scale

1 or more

High

Low

1. For more on appraisal classes, see www.sei.cmu.edu/cmmi/tools/appraisals/classes.cfm.
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as shown in Figure 6.7. Section 6.5 provides information about analyzing and
using the gaps that are identified through diagnostic activities as input to plan-
ning improvements for an organization.

Appraisal results can be an important diagnostic input to inform the starting
point or results of an improvement effort. Informal diagnoses can also be useful,
as described in the following section. 

6.4.2 Informal Diagnosis

Informal diagnosis based on CERT-RMM includes any methods, other than the
formal appraisals described above, that are used to compare the organization’s
practices to the guidance in CERT-RMM. Examples of informal diagnosis 
methods include

• meetings or tabletop exercises in which the people who are responsible for the
practices in a given process area come together, review the model guidance,
and discuss the extent to which the organization’s practices achieve the model
intent 

• reviews or analyses, supported by written reports, performed by a single person or a
small group to compare the organization’s practices to the model guidance 

• informal collection and review of evidence that demonstrates whether the organi-
zation is performing the model practices

Target
Achieved

Gap

Target
Achieved

Gap

Gap None

None

Information security incidents only

Information security compliance only

Information and technology assets only

Scoping Caveats
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Capability Level Targets Capability Level Ratings

FIGURE 6.7
Capability Level Ratings Overlaid on Targeted Improvement Profile
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In all cases, the outcomes of such diagnoses are informal findings related to
the organization’s performance as compared to the model guidance. Such activi-
ties can be useful to guide informal process improvement activities or to provide
information for scoping or setting capability level targets for a more formal
process improvement project. Informal reviews can also be useful when the
model is being used as a basis for evaluation as described in Section 6.1.2. 

Both formal and informal diagnostic activities provide valuable input for plan-
ning an improvement activity. Additional considerations for planning improve-
ment activities are described in the next section.

6.5 Planning CERT-RMM–Based Improvements

When planning a CERT-RMM deployment, analyzing gaps and determining
where various practices should be optimally implemented in the organization are
key activities. CERT-RMM–specific considerations related to those activities are
addressed in this section.

6.5.1 Analyzing Gaps

Diagnostic activities typically reveal gaps between current and desired perform-
ance. Such gaps are necessary input to planning improvements for an organiza-
tion. However, before plans are established to close any gaps that are revealed, it
is important to reconsider the identified gaps in light of the overall improve-
ment objectives. The following questions may be useful in analyzing and priori-
tizing the gaps in support of the improvement planning process:

• Will closing a gap support the improvement objective?

• Is the cost of closing a gap justifiable in light of the improvement objective? 

• Which of the identified gaps are most important to close first?

• Can the gap be closed in one improvement iteration, or should a phased approach
be deployed?

If it is determined that one or more of the identified gaps are acceptable and
will not be closed, it may be appropriate to revisit and revise the objectives for
the improvement activity. This iterative approach is valuable to ensure that the
organization is spending improvement resources in the most productive manner.
For example, if the organization chose to focus improvement efforts on a recent
data breach, analyzing gaps can help the organization to prioritize improvement
activities to maximize outcome at the lowest cost. 

6.5.2 Planning Practice Instantiation 

Part of planning improvements to existing practices or planning the implementa-
tion of new practices is to determine where in the organization the practices will
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96 PART TWO PROCESS INSTITUTIONALIZATION AND IMPROVEMENT

be performed or instantiated. The terms organizational unit, superunit, and subunit
(see Section 6.3.1) can be valuable in describing where a particular practice is to be
performed in relation to the organizational scope for the improvement campaign. 

Most organizations will find that different practices within a single CERT-
RMM process area may be optimally performed at different levels in the organiza-
tion. For example, in the Service Continuity (SC) process area, a large
organization might choose to implement specific practice SC:SG1.SP2, Establish
Standards and Guidelines for Service Continuity, at a very high level in the organ-
ization so that consistent standards and guidelines are established and deployed
across the organization. The same organization might choose to implement spe-
cific practice SC:SG3.SP2, Develop and Document Service Continuity Plans, at a
much lower level in the organization.

If the immediate or long-term improvement objective for a given process area
is to achieve capability level 3, planning should include the determination of
where the organizational process assets will reside. (This can be done using
OPD:SG1.SP3, Establish the Organization’s Measurement Repository, and GG3,
Institutionalize a Defined Process.) If the long-term plan includes a larger organi-
zational scope than the immediate plan, then the optimal location for the organi-
zational process assets might be different from what would be indicated by the
immediate plan. Strategic consideration should be given to this issue to avoid
unnecessary rework in future improvement phases. For example, Figure 6.8
shows two alternative locations for the organizational process assets in an organi-
zation. If the organization never plans to deploy CERT-RMM beyond the organiza-
tional unit shown in the figure, then either location for the organizational process
assets will suffice. Suppose, however, that the organization ultimately plans to
deploy CERT-RMM to the units designated by 1.1 and 1.2; in this case, the organi-
zational process assets should be located at the highest level in the organization.

Organizational Unit

1.1

1.1.1.1

1.1.1 1.1.2

1.1.2.1 1.1.2.2 1.2.1.1

1.2.1

1.2

1

OR

1.3.1.1

1.3.2

1.3

1.3.3

1.3.3.1

Organizational
Process Assets

1.3.2.1 1.3.2.2

1.3.1

Organizational
Process Assets

FIGURE 6.8
Alternate Locations for Organizational Process Assets
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CERT-RMM is agile and flexible enough to support a wide range of improve-
ment activities in an organization. The key to any successful improvement effort
is to understand the objectives and to design the improvement activity to accom-
plish those objectives. Fine-grained scoping options are available in CERT-RMM
to enable an organization to optimize the organization and model scope for an
improvement. Formal and informal methods for diagnosis and comparison are
available to use the model as a basis for evaluation and gap identification. 
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